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ABSTRACT
The aim of this study is to develop a strategy based security applications to improve
the software security defined network using modern proficient algorithm. It has a
control model by the separation of the control plane and data plane. It's well suited to
secure the network deployments and provides logically centralized intelligence
programmability. But, the software defined network suffers from denial of service
attacks in most cases. To overcome this crisis, security algorithm has been proposed to
protect the network and investigated the security assets on the software defined network
control channel and required algorithm to overcome the security problem. Hill cipher
algorithm is used for providing authentication to secure the software defined network.
This analysis is focused on performance of various routing protocols running over
software defined network by using the authentication mechanism. Performance metrics
like throughput, end-to-end delay and packet delivery ratio were considered for
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analysis. The result shows that the destination sequenced distance vector routing
protocol have better performance in software defined network.
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1. INTRODUCTION
In current scenario the new technique of Software Defined Network (SDN) manages network
services through low-level functionality. SDN has a centralized controller that defines the
behavior of the network. It enables the administrator to use simpler and more flexible network
control and management. The controller manages the underlying network devices through an
open and standardized Application Programming Interface (API). The control plane exchanges
the information to data plane through the southbound application programming interface [1-4].
The centralized controller of the SDN had the global view of the entire network state, and can
adapt to complex networks by reacting to network states and events. Each device in the network
communicates with each other to coordinate network path construction. In a centralized control
plane paradigm, a single-control plane would exist. This plane helps to push commands to
manipulate its physical switching and routing for each device [5-8]. On comparing the software
defined networks and traditional networks, SDN has centralized controller, where the other has
distributed controller, shown in Figure 1. The way, the traditional network handles an incoming
packet is written into its firmware and moreover, they are static and inflexible networks.
According to SDN architecture, SDN is suitable for several networks such as data center,
transport networks and mobile networks [9-12]. The SDN has the capacity to block certain
packets by automatically prioritizing and ability to control switches that handles data. It enables
to increase the efficiency without the need of application-specific network switches. The
architecture of the SDN is categorized into three layers such as application layer, control layer
and data layer as shown in Figure 2. The data plane composed of forwarding devices that
performs a set of elementary operations. Each device forwards the incoming packets through a
well-defined instruction sets [13-16]. The most important layer of the SDN is the control layer
which keeps on tracking the topology and has the control of all the network devices in the
infrastructure. The control layer exchanges the information of the network state with the
application layer through the northbound API. The application layer consists of an application
that works under the commands offered by the northbound interface with the network
application includes load balancing, monitoring, firewalls, routing, etc. The research work
focuses on improving network security in SDN. It monitors the system dynamically to detect
suspicious traffic during real-time network operations [17-21]. One of the most common types
of security problems in SDN is denial-of-service (DoS) attacks. The DoS attack makes the user's
service unavailable, hence the sender be unable to provide the expected service to its customers.
The goal of this paper is to design an authentication mechanism to prevent the SDN control
channel from attacks. The proposed mechanism can be easily adopted by existing SDN switches
[22-27]. The research work makes the contributions such as the possibility of DoS attack in the
SDN controller, propose an authentication mechanism to protect SDN controller from DoS
attacks and to perform simulation and make analyzes.
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Figure 1 Traditional Network Vs Software Defined Network

Figure 2 Structural Design of Software Defined Network

2. ANALYSIS OF PERFORMANCE AND SECURITY
2.1 Security for Control Channel
Security is the major concern when designing network architecture. SDN work focuses on
enhancing the security and management of the networks. SDN improves the network security
by providing the global view of the network. Separation of control plane and data plane puts
the security efforts on controller. SDN security must be incorporated into the architecture to
guarantee the availability of all connected devices. An open flow switch has more number of
flow tables. Each flow table contains the flow entries and communicates with the controller.
The SDN has the capability of managing multiple switches simultaneously. At the same time it
suffers from conventional complexities such as dropping packets, delaying of the control
packets. The stateful SDN data planes provide attention on the security implications by
continuously monitoring the packets. The goal of the data plane is to overcome the limitations
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and to provide stateful operations inside the switches. The possible attack in SDN is denial of
service, which can easily abuse the network. The DoS is an action that impairs the authorized
use of systems, networks by exhausting resources. The two types of DoS attacks are insider and
outsider DoS. The insider DoS attack is an authenticated device within a legitimate network
that communicate with other members in the network. The outsider DoS attack is an intruder
considered by the network authenticated devices.

2.2 Security Assets
Networks that are built according to SDN architecture principles need to protect a number of
key security assets like integrity which maintains trustworthiness and accuracy of the data,
authentication is nothing but only authenticated users can access the SDN components. The
authentication is used to identify hijacking and to limit the consequences of stolen credentials.
Resiliency is the network should have the ability to recover as autonomously as possible from
an attack and availability is the network should remain operational even under the cause of an
attack. Finally, performance is the network should have the ability to guarantee a baseline
bandwidth and latency even in the occurrence of an attack.

2.3 Performance Analysis
The following metrics are used for the performance analyses
Throughput = Number of packets successfully transmitted in a given time period
Packet Delivery Ratio =

No. of packets successfully received
No. of packets transmitted

End-to-End Delay = Time lapse between the message arrivals
Packet Loss Ratio =

No. of packets dropped
No. of packets transmitted

3. PROPOSED METHODOLOGY
The security challenge is the combination of SDN and network vulnerabilities. The necessity
to develop a secured SDN is to overcome the security issues by providing secured network
architecture. The SDN controller will secure the data within each layer utilizing the packets for
secured routing. The goal of the research is to ensure the network being protected from intruder.
The proposed methodology focuses on one of the assets such as authentication, which secures
communication between nodes through the mechanism used. Thus we compare traditional
network with SDN to analysis the security performance. SDN provides the ability to easily
program the network and can create dynamic flow policies. In the SDN architecture, a particular
node is made to act as SDN controller that monitors the entire network, as all the switches are
connected to that particular node. The process of the SDN controller is to encrypt the message
and the decryption is made by the remaining nodes. The same architecture is compared for
different routing protocols like Destination Sequenced Distance Vector (DSDV), Dynamic
Source Routing (DSR) and Adhoc On-demand Distance Vector (AODV) with and without
applying the authentication mechanism.

3.1 Certification Mechanism
The information hiding includes watermarking for copyright protection, steganography for
secret communication and certification for genuine user verification. Unlike cryptography
which provides secrecy through data scrambling, information hiding provides secrecy through
obscurity. Security based network algorithm generally utilizes protocol or packet headers
mechanism to hide information.
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3.2 Hill Cipher Algorithm
The hill cipher algorithm is used for covered transmission of data. Each letter in the alphabets
is represented by a number. Often the scheme, A=1, B=2....Z=26 is used. The encryption
process is applied for SDN controller and decryption process is applied for the remaining nodes,
to protect the messages. The key size for the algorithm is fixed to be 3x3matrix according to
our process. To encipher this, the plaintext is break into chunks of 3 and performs matrix
multiplication with the secret key mod26. The secret key is preferred only to the authenticated
users to secure the secret information. The mentioned step is performed for every 3 letter blocks
in the plaintext. After the completion of encryption, the ciphered text is passed to all the nodes.
To decipher this, the encrypted message with 3 letter blocks is matrix multiplied with the
inverse of the 3x3keysize mod26, to achieve the original text. This process helps to protect the
secret message from intruders, until they know the key size.
Plaintext to Cipher text: C = K x P (mod 26)
Cipher text to Plaintext: P = K-1 x C (mod 26)
Where, K- Key size of the matrix 3x3

3.3 Routing Protocol
Routing protocols are to determine the specification of each link. The routing algorithm has a
prior knowledge of the network state. Once the packets are sent, the routing protocols shares
this information among the intermediate neighbors. This way, each node gains knowledge of
the network. The routing protocols used for the SDN network are dynamic source routing,
destination-sequenced distance vector, ad hoc on-demand distance vector.

4. INVESTICATION AND RESULTS
With the simulation tool Network Simulator (NS)-2, the SDN concept is considered. The
topology is connected with certain switches to check the state of each link. The hill cipher
algorithm has been applied to the SDN network in order to overcome the intruder nodes. The
Table 1 shown represents the parameter for NS-2 simulation. The parameters listed are
supportable for SDN environment. As mentioned above, the three routing protocols are used to
analysis the performance metrics and the results are manipulated for different values. SDN
architecture is represented in the Figure 3 by separating control plane and data plane. The SDN
controller communicates to its forwarding devices through an open flow switch. The switch
maintains the flow entries of each node and communicates with the controller.
Table 1 Simulation Parameters
Parameters
Channel Type
Propagation model
Mac type
Antenna model
Network size
Routing protocols
Number of nodes
Simulation time
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19
10 seconds
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Figure 3 Architecture of SDN in Network Simulator 2

The traditional network is shown in Figure 4 which has distributed controllers working
under the server. The server broadcast the message to the connected controllers. The controllers
transmit the packets to its corresponding nodes.

Figure 4 Traditional Network

In Figure 5, packet drop is seen at times, when more number of nodes send request to SDN
controller at the same time. The packets are transmitted in a secret way and only the
authenticated users are permitted to use the message. The SDN controller sends the encrypted
message to all connected nodes. Then through the switch, the messages are sent to nodes. The
decryption algorithm applied on the nodes convert the encrypted message into original message.
So there will be proper transmission of messages without any attacks.
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Figure 5 SDN Network Packet Drop

The Figure 6 represents throughput versus packet sent in SDN topology. The parameters
are calculated after applying this algorithm for each node. The same procedure is repeated by
increasing the number of packets. Finally all the obtained values are plotted for the three
protocols. The throughput in network with SDN for DSDV protocol is higher than the other
two routing protocols according to the graph. Figure 7 shows graph against end-to-end delay
and packet sent in SDN topology. This end-to-end delay parameter has been determined for
three protocols and it is observed to be less for DSDV protocol than the other two routing
protocols according to the graph obtained. Similarly, Figure 8 shows comparison of three
protocols for packet delivery ratio vs packet sent. Comparatively the packet delivery ratio for
DSDV protocol is observed to be high in SDN network state than the other two routing
protocols.

Figure 6 Packet Sent Vs Throughput

http://www.iaeme.com/IJMET/index.asp

17

editor@iaeme.com

S.K. Muruganandham, S. Nallusamy, Dulal Krishna Mandal and Partha Sarathi Chakraborty

Figure 7 Packet Sent Vs End-to-End Delay

Figure 8 Packet Sent Vs Packet Delivery Ratio

The Table 2 shows the performance results calculated for the 3 routing protocols of DSDV,
DSR and AODV. These metrics are calculated from trace file, obtained for each time while
increasing the packets. Here the results are taken for 'n' packets sent and calculated for all 3
protocols and the differentiation is shown. The DSDV protocol is preferred for SDN, as it has
greater efficiency than others.
Table 2 Results of DSDV, DSR and AODV
Parameters
Packets sent
Packets received
Packets dropped
Total bytes
Throughput (kbps)
Packet delivery ratio
End-to-end delay
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347610
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0.24
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DSR
845
610
230
315350
548
0.73
0.30

AODV
845
580
260
310120
540
0.69
0.35
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5. CONCLUSION
The objective of policy development based security application to improve the software security
defined network using modern proficient hill cipher algorithm was carried out. The SDN
concept is considered especially from the perspective of network security and the security
improvements are explored. From the results following conclusions were arrived.
• The possible threats towards SDN controller and other communication devices in
SDN domain have been overcome by developing a policy based security
application.
• This application is more protective to secure the SDN domain. Solutions are
proposed for an enhanced security but still more research needs to be done to obtain
highly secured network.
• Authentication mechanism is provided which secures the communication between
nodes, thereby providing security.
• Different scenarios are created with SDN controller and performance metrics like
throughput vs packet sent, end-to-end delay vs packet sent, packet delivery ratio vs
packet sent are shown in graph.
• DSDV routing protocol provides higher packet delivery ratio, lesser delay and
higher throughput for SDN as compared with other two protocols.
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