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ABSTRACT
This paper evolves an algorithm for encrypting and decrypting textual messages for
transmission over an unsecured channel. The algorithm is based on the selection of a prime integer
depending upon the size of the message. Then all its 'generators' or primitive roots are identified. The
primitive roots are used for generating the elements for calculating the keys. Key generation follows a
particular strategy, on a pre-arranged manner. The message constituting the alpha-numeric string of
characters is permuted by 1-level railway fence. The cipher text is determined by XORing the ASCII
decimal value of the message character with its corresponding key, expressed in ASCII decimal.
Selected bits of the cipher text, are flipped. The enciphered text is then transmitted to the receiver. The
prime integer and the primitive roots needed for key generation are transmitted to the receiver in a
separate message. Upon receiving the cipher-text and the key generation parameters, the receiver
reverses the whole sequence of operations to recover the plain-text. The algorithm scrambles the
message during transmission through unsecured channels, and also safeguards data stored in the cloud.
Applying 3 strategies for encryption/decryption is attempted for the first time and hence no
comparison is attempted with prior works with regard to efficiency or versatility. Flipping bits on the
date is the new concept introduced here.
Keywords: Prime integer, Primitive root, Discrete logarithm, Key, ASCII.

1. INTRODUCTION
This paper proposes an algorithm for
encrypting and decrypting messages containing
alpha-numeric characters. It can be used for
messages of larger sizes, with a little bit more
computational complexity. The strength of the
algorithm lies in choosing an appropriate prime
modulo value p. Generally it would be proper
to choose a prime modulo value p>N, where N
is the number of characters in the message to
be encrypted/decrypted. Each prime integer
gives rise to a series of primitive roots. For
example, p=7 has 2 primitive roots. Similarly,
p=101 has 40 primitive roots. The meaning and
definition of primitive roots is discussed in
section 3.
As the message becomes larger, the p
value chosen must be larger. For example if we
have a message exceeding 1024 characters,
then p must be larger than 1024, say, 1031,
1033, 1039, 1049, 1051,1061,1063,1069,1087,

1091,1093, or 1097. These are prime modulo
values. Anyone can be chosen and its primitive
roots can be used for generating the key
values. In this paper the message M consists of
N number of alpha-numeric characters. It is
subjected to 1-level of railway fence, as the
first step towards introducing confusion and
diffusion according to Shannon.
The
generators or primitive roots are used to
generate initial elements for key generation.
Using these initial elements, the keys
are calculated based on the positional value of
the characters in the message. These key
values are expressed as a matrix q(z,p-1) , where
z is the number of primitive roots of the chosen
prime modulo p. The matrix is transposed:qT.
Now the position of a character in the plain
message is used to determine the row and
column to access qT to read the element to be
used for key generation. The details of this
scheme are explained in Section 3.Using the
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key, the single-byte message character (ASCII)
is operated upon by the key to evaluate the
cipher text. The operator used is exclusive-OR.
Ci=Mi ⨁ Ki. There are several ways of
performing the encryption operation. For the
purpose of this work ⨁ is considered. Thus
each byte of the message is ⨁-ed with its
corresponding key value to determine the
cipher values. The cipher text is expressed in
binary, and organized into an Nx8 matrix.
Thereafter selected bits of the cipher texts are
flipped.
The bits to be flipped, is based on the
date D of transmission/reception of the cipher
text. (D % 8) determines the position of bits to
be flipped. Suppose the date is 23, the bit
flipped is determined as 23%8=7. Hence every
7th bit is flipped in column-wise fashion. After
every 7th bit has been flipped, the modified
cipher-text is transmitted to the recipient. The
prime modulo value p and the corresponding
primitive root values (key generation
parameters) are also send to the recipient in a
separate message through an unsecured
channel. The receiver can then generate the
keys, and reverse the sequence of operations
applied during encryption to recover the plaintext message. The closest literature that
matches this work is [1], where the idea of ⊕ing is adopted for encryption.

cryptography overcomes most of the problems
associated with one-time pad [10,11]. Many
papers suggest that the keys should be
generated by some mathematical algorithm,
and thereafter ways be devised approximating
the properties of a true-random key. Terry
Ritter [12] suggests several such methods.
However the lacunae in such methods are,
even if a portion of the key stream can be
found, the opponent can easily reconstruct the
entire key stream. Shannon introduces the
concept of confusion and diffusion in
cryptography in his paper [13].
Vernam Cipher Method for all
characters (ASCII code 0-255) with
randomized keypad, introduced a feedback
mechanism. The method has been closely
monitored on different known plain text. This
method is almost unbreakable. It allows
multiple encryption/decryption [14]. It is an
extremely secure block cipher method, applied
to encrypt data. The present work makes
judicious use of this art of confusion and
diffusion in its encryption and decryption
exercises. The first step towards attaining this
goal is to subject the message to 1-level of
railway fence [15, 16]. This itself scrambles
the message sufficiently to cause some
confusion.
With the rapid technological advances,
possibility of tampering information has
increased. Cryptography includes symmetric
and asymmetric encryption, which avoids
tampering attempts and guarantee data
integrity[17]. [18] explains how the human
need for privacy has manifested itself through
cryptography. The accessible style and lucid
explanations of complex algorithms penetrate
through the mundane mathematical details
without oversimplifying it.
This modified version of Generalized
Vernam Cipher uses ―feedback‖ effect and also
reverses the file while encryption. This makes
the encryption process very hard to decrypt by
using any brute force method [19]. It was
found that the encrypted text has huge
difference for similar plain texts having minor
difference even for the same text-key. The key
generation relies solely on the prime modulo
factor and their generators. A tinge of discrete
logarithm concept [20, 21, 22, 26, 27] is
involved in generating the keys used in the
encryption/decryption tasks.
Public-key
infrastructure
based
cryptographic algorithms are considered

2. RELATED WORKS
Encryption and decryption are done by
XORing the message byte and the key byte, as
in one-time pad [2,3,4,5,6,7,8]. This work has
no relationship to one-time pad at all. In [13]
the
authors
use
XOR
for
encryption/decryption. Each byte of plain-text
is enciphered with one byte of the key stream.
Each key byte is used only once. Hence the
key stream must be a truly random. Each key
byte can assume any value in the range 1 to
255.
An
algorithm called
MSA[9]
for encryption and decryption of any file using
a random key square matrix containing 256
elements was developed. In brute force attack
it was necessary to try all the 256! cases to find
the actual key matrix. This is quite impossible
for the hacker. This is the strength of of MSA.
One-time pad is panacea for practical
problems in cryptography. There are other
ciphers which can be easily adopted. Moreover
the key generation parameters needed for key
generation and distribution is less. Public key

2

S.Umamaheswaran et al./Journal of Excellence in Computer Science and Engineering, Vol. 1(1), 2015 pp. 1-10

slower than symmetric key based algorithms,
due to their root in modular arithmetic. In the
RSA public-key security algorithm, encryption
and decryption is entirely based on modular
exponentiation and modular reduction [23, 25,
28], performed on very large integers, typically
1024 bits. Due to this
sequential
implementation
of
RSA
becomes
computationally intensive, and takes lot of
time and energy to execute. Moreover, it is
very difficult to perform intense modular
computations on very large integers, because
of the limitation in size of basic data types
available with GCC infrastructure.
This paper is organized as follows:
Section 1 introduces the broad outline of the
work. Section 2 discusses previous works.
Section 3 elaborates on the tools and
techniques used in various tasks of encryption
and decryption. Section 4 discusses the
strengths and weaknesses of the proposed
algorithm. Section 5 concludes and discusses
future scope for expanding the work. Section 6
includes the references. Section 7 gives the
appendix where a numerical example is
worked out.

constitute the subgroup, and are called its
primitive elements. Suppose g Є GF(p) is a
known primitive element, and u Є GF(p)* =
GF(p) – [0], then we can identify the discrete
logarithm of u with respect to g for any given
integer k, 0≤k≤p–1 as u=gk or expressing in
terms of logarithm, k= logg u. Thus k is the
discrete logarithm of u and is called the index
of u.
3.2. Definition 2: primitive roots
A primitive root modulo n is any
integer g with the property that any number co
-prime to n is congruent to a power modulo n.
For any integer which is co-prime to n, there is
an integer k, such that gk=u(mod n), where k is
the index or discrete logarithm of u to the base
g modulo n. Consider G=<Zn*,x>, contains
integers which are relatively prime to n.
G=<Zp*,x> is a special case where modulus is
a prime. Apply the test gk=u(mod n), 1≤k≤p–1.
The integers that generate a unique and distinct
sequence are declared as primitive roots of p.
For example, for p=7, the test generates the
following table 1.
Table 1.Table for p=7

3. PROPOSED ALGORITHM
In the present work the authors have
used a bit manipulation method which include
bit exchange, right shift and XOR operation on
the incoming bits [24, 29,30]. To exchange bits
the authors used a randomized key matrix
K(16×16). The present method allows multiple
encryptions and multiple decryptions. The
encryption process is initiated by entering a
text-key of 16 characters long. Using these
randomization numbers and the encryption
number is calculated.
This paper discusses a novel algorithm
for encrypting and decrypting a text message
of reasonable size.
The plain text message M to be
encrypted is expressed as M=<M1,M2,
M3,......MN> There may be N alpha-numeric
and special characters in the message. The
strength of scheme relies on choosing a
random prime integer p, satisfying p>N in the
finite field. The generators or primitive roots of
p are determined.

From table 1 we perceive that 3 and 5
generate a unique and distinct sequence of
integers, which represent generators or
primitive roots of 7.
Let p have primitive roots of
<g1,g2,g3,.... gz>. Now applying gikmod p,
calculate the unique non-repetitive sequence,
for all primitive roots, for 1≤i≤z; 1≤k≤(p-1).
The values are put in a matrix q(z,p-1) . This
matrix contains the elements to generate the
key stream.

3.1. Definition 1: finite field
For a finite field GF(p), where p is a
prime power, has a multiplicative subgroup
which is cyclic. The elements g Є GF(p)
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The q matrix is then transposed.

flipped.

The transposed qT matrix constitute
the elements for generating the key for
encryption.
Meanwhile consider the message:
M=<M1,M2,M3,
…
MN>. The message
array is subjected to 1-level of railway fence as
shown

Now each row of the matrix C'
constitute one character of the cipher text. All
the N cipher text characters in this matrix are
transmitted to the recipient. C'=<C1,C2,C3, ….
CN> Now the recipient works to reverse of the
encryption process to recover the plain text
message. For the benefit of the reader, let us
summarize the steps leading to encryption and
decryption.
1. Select prime modulo p, satisfying
P>N, where N is number of characters
in message.
2. Determine all generators g of p
according to definition 2.
3. For each generator or primitive root g,
generate the unique non-repetitive
sequence. Organize these values into
the matrix q z x (p-1)
4. Determine the transpose of q, qT.
5. Define
the
message
array,
M=<M1,M2, …. MN>
6. Apply 1-level railway fence to M.
Thus
M'
=
<M1,M3....MN-1,
M2,M4,.....MN>
7. Apply positional value of Mi to
determine row and column to access
matrix qT
8. qTr,c = a. KP=aP mod 256
9. CP = MP ⊕ KP Organize C matrix of
size Nx8, each row representing a
binary string.
10. Apply D % 8, to determine bits to be
flipped column wise of the C matrix.
11. A —>B: C=<C1,C2, .. CN>; Elements
of C matrix transmitted to recipient.
12. A —>B: p,g; Prime modulo p and its
generators transmitted.
13. Recipient restores flipped bits using
D % 8.
14. Using p, g values, recipient generates
q.
15. Transposes q to yield qT matrix.
16. Accesses qTr,c to find a. KP= aP mod

Modified
Message
is
M1,M3,M5,...Mn-1,M2,M4,...MN
Next determine the key for each
character of the modified message array. Using
row (r) and column (c) of matrix qT, read off
the element for evaluating the key, using the
positional value of each character in M array.
r=P % (p-1) +1
c=P % z+1
Access qTr,c = a, where a is the element
of matrix qT at the intersection of r and c.
KP=aP mod 256, where KP is the key
corresponding to the message character at
position P in the message array.
Therefore CP= MP ⊕ KP . Both the MP
and KP are represented by their ASCII decimal
values. These steps are repeated for all
characters in the message array. The cipher text
is arranged in a matrix CNx8, where each row
represents the binary equivalent of CP,
expressed in ASCII decimal notation.
One more step towards introducing
confusion and diffusion in the cipher matrix C
remains. This is to flip select bits of the C
matrix. The bits to be flipped are based on the
date D of transmission/reception of the
encrypted message. If the date D=28, we
reduce it by applying modulus 8. 28 % 8 =4.
This implies every 4th bit in the C matrix is
flipped column-wise. This is shown in matrix
C' below. F indicates the bits flipped. Leaving
the first bit C11 intact, every 4th bit down the
column 1 are flipped. From the last flipped bit
in column 1, the next 4th bit will figure in
column 2. Thus continuing this exercise, we
find that every column will have some bits
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256
17. MP= CP ⊕ KP
This yields
M'=<M1,M3, ...MN-1,M2,M4....MN>
18. Rearrange
M'
to
yield
M=<M1,M2,M3........ MN-1,MN>

path whereas in the public channel, embedded
cipher blocks are routed through different
links. The attacker may miss some of the vital
blocks, which pass through other links. He
may be successful in guessing the key value,
by monitoring all links and gathering all the
cipher blocks. This is impossible, and therefore
man-in-the-middle attack is infeasible in our
method.
Flipping of bits in cipher-text is based
on date D % 8. Assuming that the opponent is
able to guess D, he keeps wondering if flipping
is done column-wise and row-wise.
Applying rail fence is another strategy
to confuse the opponent. There are several
levels which can be applied. For sake of
simplicity, the authors use 1-level railway
fence. There are other levels such as 2-level, 3level and so on.

4. DISCUSSION ON SECURITY OF
THE PROPOSED METHOD
In normal one-time pad there are as
many keys as there are characters in the
message. Both the cipher-text and the key
values have to be transmitted to the receiver
whereas in this paper, only the prime modulo p
and its generators or primitive roots gi (key
generation parameters) are transmitted, by a
separate message through an unsecured
channel. The key generation relies on the
prime integer p and its primitive roots gi. gi is
used to generate the key values in the range
1≤i≤p-1. It can be perceived that the discrete
logarithm is the discrete exponentiation in the
finite cyclic group. The qā is evaluated as
qx=q,q,q.........q,q multiplied x times. In this
paper it is calculated in discrete exponentiation
within a group. The calculation is done fast
entailing only O(log x) operations, by using
fast exponentiation technique. If the prime
number chosen is high, p>>N, then the
opponent faces the difficult task of determining
its primitive root values. He may have to
requisition the use of high power computation
machines.

5. CONCLUSION & FUTURE SCOPE
This is a first time work where
maximum exploitation of Claude Shannon's
technique of confusion and diffusion is
attempted for encryption and decryption. The
scheme will be ideal for transmitting messages
in secret at least interms of cost and minimum
channel utilization. In one-time pad, the
cipher-text and equal count of key material
will have to be transmitted. In this scheme only
the N number of cipher characters is send. The
key generations parameters, namely prime
modulo value p and its generators gi are send
in another message through a public unsecured
channel. Here again the packets take different
routes and the opponent will not be able to
gather the entire set of cipher-text or the key
material. The method proposed withstands
several major attacks and is very secure for
hiding transmitted cipher-text. The bit flipping
can be based on other parameters such as
receiving time, instead of the date D. One can
do flipping on a pair of bits row wise rather
than one bit column wise at a time. Higher
level of railway fencing can be done. The q
matrix containing the unique non repetitive
sequence can be permuted as done in DES.
The prime modulo value p can be chosen to be
p>>N, instead of just p>N. This will give rise
to more random choices of p and larger
primitive roots. This is a pioneering work.
Concept such as bit flipping is proposed for the
first time. Therefore no comparison is done
with existing works.

4.1. On line guessing attack
This is made difficult as p is chosen so
that p>N. There may be a large number of
primes above N. Moreover each prime p has a
long list of primitive roots. The attacker has to
first decide on p and then determine their
primitive roots to generate the keys. Even at an
elementary level there are 55 prime values
between 1 and 255. By a rough estimate the
total primitive roots for these 55 primes work
out to 1952. Thus the attacking probability is
1:1952 in the range 1 to 255. Thus the
attacking probability is 1/1952 or 0.0005123.
You can well imagine that if the range exceeds
255, the attacking probability becomes still
lower.
4.2. Man-in-the-middle attack
The attacker captures the cipher-text
and makes an attempt at guessing the key
value. As you have seen guessing the key
value is almost impossible, the attacker is able
to monitor one or two links in the transmission
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APPENDIX A
Numerical Example
M=HOW ARE YOU? There are 12 characters in the message. Select p=13.
Determine the primitive roots based on definition

Integers 2,6,7 & 11 alone generate the unique and non-repetitive sequence to qualify as
primitive roots of 13. Using these values calculate matrix q of size 4 x 12

qT=

2
4
8
3
6

4
10
8
9
2
12

11
9
5
10
7
1

7
10
5
9
11
12

7
3
5
4
11
1

11
4
5
3
7
12

6
3
8
4
2
1

12
2
9
8
10
6
1

Apply 1-level railway fence to M.
HWAEYUObRbO? where b=blank.

8

S.Umamaheswaran et al./Journal of Excellence in Computer Science and Engineering, Vol. 1(1), 2015 pp. 1-10

D=23%8=7 Leaving C11 intact, every 7th bits are flipped column-wise.
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A—>B:
{74,14,76,117,87,5,183,201,18,36,110,61}
A—>B: 13, 2,6,7,11
That completes steps 11, 12 of our algorithm. The recipient is expected to perform steps 13 to
18 and recover the original message.
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