ISSN: 2277-9655
(I2OR), Publication Impact Factor: 3.785

[Kaur*, 5(3): March, 2016]

IJESRT
INTERNATIONAL JOURNAL OF ENGINEERING SCIENCES & RESEARCH
TECHNOLOGY
A DESCRIPTIVE REVIEW OF DIFFERENT PENETRATION TESTING TOOLS AND
METHODS
Swarnjeet Kaur*, Harmandeep Singh
Dept. of Computer Engg., Punjabi University Patiala, Punjab, India
DOI: 10.5281/zenodo.47030
ABSTRACT
The penetration testing is to authenticate a recently discovered and approachable applications and networks,
structure that are vulnerable to a certainty harm ,expose to danger and security risk which could reveal
unauthorized access to resources. Penetration testing is a series of actions or steps to reproduce all methods taken by
attackers to obtain a system. A penetration tester is the attested , programmed and effective technique used to find
the vulnerabilities in an attempt to accomplish an interruption into host, network or application resources. The
penetration testing can determine the internal and external resources. In this paper we implement an nmap, cain,
abel, wireshark penetration testing tools that examine the vulnerabilities such as a open ,close ports and also the
method to penetrate a individual operating system . Security professionals across the globe usually address these
security risks by Vulnerability Assessment and Penetration Testing (VAPT).
KEYWORDS: Penetration testing, n-map, Cain and Abel, wire shark.

INTRODUCTION
Penetration testing is a number of events to indicate and derives the security vulnerabilities. penetration testing is
the technique to perform a particular attack on a IT companies to find a any higher danger harm and security risks
,using a tools and a particular task that gives a desirable description of what real-world malicious attacker would
do. A penetration testing is a technique to make an effort to achieve a resources information without awareness of
confidential data .the main object that distinct a penetration tester from an hacker is consent. User check the
weakness and security of the organization as a particular way of cracker or attacker. We require penetration
testing its major for companies that desired to assurance the optimal Result before spreading it. The
outcomes are used to perceive the security defects and to reinforcement them before it will be too late.
The penetration tester will have authenticate from the possessor of the computing resources that are being
tested and will be answerable to issue a report. The disinterested of a penetration test is to enhance the security of
the enumerate resources being tested. Penetration testing is growingly becoming a foundation process in securing
applications foregoing to operationalism deployment. Penetration testers, too familiar as ethical hackers or white
hat testers, have a different of methods and tools in their vulnerability determination toolbox. This usage
would generally contain exhortation for reduce the vulnerabilities or organization to block those possible
penetrate in the network. These security experts are concern to as penetration testers or pen-testers. A penetration
test can therefore be interpret as the procedure of arrangement of testing a established network to discovered
what vulnerabilities happen
and to produce a survey with guidance to reduce or conclude those
vulnerabilities. A penetration test pretend the technique used by intruders to obtain unauthorized determine
to an organization’s networked systems and then agreement them.

1. Penetration testing is implementing in an association to achieve the successive objectives.

 To discover out the occur risks of an system’s networks and organizations
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 To experiment and validate the coherence of security preservation and management.
 To estimate the coherence of network certainty tools such as firewalls, routers, and Web servers.
 To issue a detailed approximation for developing actions that can be capture to intercept succeeding
manipulation.

 To find if approachable software, hardware, or network organization need a improve or reorder
2. Services of penetration testing
Penetration tests are particular implemented by automatic or physical technique for logically penetrate servers, web
applications, wireless networks, network strategy, mobile devices and other possible area of connection.
Penetration testing proposes several advantages such as:
 ignore the value of network unavailable
 organizations threat perfectly
 Minimize user end attack
 expand occupation progress
 reduce user-side Attacks

PENETRATION TESTING METHODS
Wireless Network: Penetration testers will operate or take throughout the branch structure to recognize opened
wireless networks of the company that should have not been existence in the initial location
Social Engineering: Penetration testers would undertake tools to the company’s clients and users in system to
contain raw data and understand into an company’s network, such as declare to be an IT service and request
for the client’ login and passwords.
Google hacking: Google hacking is the one of the most typical explore originate far used by organization,
penetration testers should expect Google hacking as an functional web confrontation exercise . It operate the
explore engine to detect sensitive information by taking advantage of Google’s function of optimizing the search
results anywhere in the websites.
DOS (denial of service): a denial-of-service (DoS) attack is an experiment to make a tool or network devices
inaccessible to its knowing users , such as to not permanently or unlimited halt or exclude resources of a
computer attached to the Internet . A distributed denial - of – service (DDoS) is where the attack creator
several and often thousands of distinct IP addresses.
Vulnerabilities analysis: awareness what group of method is being goal, examine at well known and / or
accessible vulnerabilities of those networks , and attempt to deploy those vulnerabilities to see if the network has
been accurately repair .
Brute force attack: This hacking is mainly used as numerous conjunction of character passwords as manageable
for clients reports, in assurance of detection one that will be error-free.

PENETRATION TESTING MECHANISM
Penetration testing is an experiment to approach the services absence information of identity. Pen-testing is well
organized to use as ethical hacking services. Different penetration testing methods are related below:
A. Nmap: Nmap (Network Mapper) is a security scanner firstly formulate by Gordon Lyon used to recognize
computer and resources on a network and produce a survey of the network . Network Mapper is not surely a
pen test device but ethical hackers must have it. This is a very approachable technique that mostly support in
penetrate
the diagnostic of any attacked network. The typically contains: host, services, OS, packet
filters/firewalls etc. It process on mainly open sourced operates.
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B. Cain & Abel: It’s used to hack encrypted passwords or network keys. It uses network sniffing, Brute-Force and
encryption/decryption analysis attacks, kept action and routing protocol tools to making its activity.
C. Wiershark: Network interpret are one of more powerful and capable network software which use for
monitoring , and analysis of network . Wire shark is an open source and used to map or monitor survey of network
protocol. It can be customized to make a Dispose filters and Coloring precept to focus the recognizable packets
when analysis a complicated network communication ; organize the wide result of network exploit and recognize
abnormal traffic that concern to a network system.
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IMPLEMENTATION ASPECT
To accomplish penetrations testing, we implement penetration testing tools: nmap and wireshark on operating
system. Those functions provide full information of closed ports and open ports, scanning software with identified
IP addresses and too kind of cracker to derive individual network or whole organization.
NMAP Framework
NMAP gives an extremely impressive port scanning methods which traveled by the specific detached. It allows
whose port is opened and port is closed. Mainly, we minimize the amount of scanned ports. We had to identified
a attacked IP address to scan IP address . we identify clearly a attack IP address to scan we begin scan to
observe whose port are open and close .

Wire Shark Framework: Wireshark is a analyze packets over a network. A network scanner will attempt to
record a data or packets over a network and to shows the packet information as individual facts as
achieved .
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PASSWORD HACKING: Password hacks or cracks using a wireshark tool over a network. put a user name and
passwords at http site and get a password of user by wire shark.
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CONCLUSION
Penetration testing tools and Ethical hacking is a defending a degree which made up of a series of valid
scanners that indicate and derive a network’s or organizations security faults . its implement the identical or
similar methods for poisonous crackers to hack key vulnerable in the security network, which can then be
serious and opened. In this paper, we have implement distinct
penetration testing tools and use a few
technique as a : Nmap and Wireshark to penetrate window based operating system or networks .
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